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DETAILED ACTION 

1 . This is in response of the amendment filed April 8, 2008. Claims 3, 5 and 1 9 
have been cancelled. Claims 1, 20, 28, 33-35 have been cancelled. Claims 1, 2, 4, 6- 
18 and 20-35 are pending and have been considered below. 

Claim Rejections - 35 USC § 101 

2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

3. The previous 101 rejection however regarding 1-19 have been withdrawn in light 
of the amendment to claims 1 -1 9. However, claims 20-27 and 33 are not statutory. 
Claim 20 is drawn to components, which the applicant has defined in the specification 
(page 7, lines 4-15) to encompass a program, an executable, etc). A computer program 
is not a series of steps or acts and this is not a process. A computer program is not a 
physical article or object and as such is not a machine Or manufacture. A computer 
program is not a combination of substances and therefore not a compilation of matter. 
Thus, a computer program by itself does not fall within any of the four categories of 
invention. Therefore, Claim 1 and dependant claims 20-27 and 33-35 are not statutory. 

Response to Arguments 

4. Applicant has substantially amended the claims. In particular, Applicant has 
amended the independent claims to recite, "a tracing component that determines 
whether a user accessing the first code is a valid user via a unique watermark 
associated with a particular user and embedded in the first code, wherein f the 
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watermark does not correlate to an authorized user, access is denied." In particular, 
Applicant argued that "Manferdelli et al does not disclose a system that utilizes a tracing 
component to determine whether a user accessing the code is a valid user" and that "a 
unique watermark associated with a particular user is embedded therein." Applicant 
contended that the watermark of Venkatsesan et al is merely associated with a pre- 
defined function of the code" and that Venkatsesan et al does not teach "a unique 
watermark embedded within the first code and associated with a particular user." 
Applicant's arguments with respect to the claims have been considered but are moot in 
view of the new ground(s) of rejection. However, it should be pointed that the 
association of the watermark with a particular user and granting access based on the 
watermark are taught in the prior art, as will be used below in the rejection. 

Muratani (US 2004/0153941 )discloses a code generating method and unit 
thereof, code detecting method and unit thereof, and watermark embedding unit 
and watermark detecting unit, wherein a first code is transformed into a second 
code and a watermark is embedded into the first code (abstract, [0080]). 
According to Muratani , the watermark is associated with a user ([0080], [0081], 
[0137], and [0309]). Muratan i also discloses verifying or tracing component for 
determining whether a user is a valid used based on the watermark ([0080], 
[0081], [0082], and [03241). Muratani further discloses the new code as a 
protective wrapping of the first code such that an attack on the first code would 
appear as k/a noise ([004]). See also figures 6A and 6B. 



Application/Control Number: 10/775,797 Page 4 

Art Unit: 2136 

Al attar et a I [US 2005/0 1356561 discloses an authentication of physical and 
electronic media objects using digital watermarks, wherein a watermark is 
embedded into a signal (abstract, fig 1 , item 106). Al attar et a I also discloses a 
watermark reader (116) for extracting or reading the watermark (abstract) and 
comparing the watermark for authentication purpose as to determine whether a 
user is a valid user (abstract), [0045]. Alattar et al also discloses associating the 
watermark with a particular user (abstract), wherein authentication is based on 
the watermark associated with the user (abstract, [0042] to [0044]). 
Brundaqe et al [US 2007/0016790] discloses an identification document and 
related method, wherein a watermark is embedded into a document (fig. 5 and 
[0015]). The watermark, according to Briindaqe et al , is associated with a user 
and authentication is provided based on the watermark (abstract, [0057]). 
Brundage et al also discloses verifying or tracing the watermark so as to 
determine whether a user is a valid user (abstract, [0027], [0050]). 
Moskowitz (US 2008/0046742) discloses optimization methods for the insertion, 
protection, and detection of digital watermarks in digital data. According to 
Moskowitz, a watermark is embedded into a content signal (abstract, [0007], 
[0013]). Also, Moskowitz discloses detecting an verifying/tracing the watermark 
(abstract, [0034], associating the watermark with a particular user ([0030], [0031], 
[00371). Moskowitz further discloses using a second code as a protective 
wrapper for a first code against an attack on the first code [0050]. 
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Kim (US 2002/013 8730) discloses an apparatus and method for inserting and 
detecting watermark based on stochastic model, wherein a watermark is 
embedded into a signal (abstract) and the watermark is associated with a unique 
user. 



Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 1-2,4,6,11-12,15-16, 20, 28, 30-31 and 33-35 rejected under 35 
U.S.C. 102(e) as being anticipated by if pass stuffl US 2008/0046742). 

Claims 1, 20, 28 and 33-35. Moskowitz discloses a system that facilitates 
efficient code construction, comprising: 

i. A processor for executing the following components {processor for 
identifying an area of the digital signal) (paragraphs [0011], [0034]): 

ii. A component that receives a first code(a receiver to receiver digital 
signal) {paragraph [0034]) designed in a noise model, the first code 
comprises algorithms utilized to correct noise errors with high probability, 



the first code is intended to refer to encoded data as well as error 
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detection codes and includes a linear co6e(paragraphs [0021]-[0022], 
[0050]); and 

iii. A transformation component that transforms the first code to a new 
code that has essentially same length parameters as the first code but is 
hidden to a computationally bounded adversary, the transformation 
component utilizes a random number generator to perform algebraic 
transformations on data utilizing the first code to generate the new code, 
and the transformation component hides the first code via randomizing 
data that employs the first code thereby not enabling the computationally 
bounded adversary to determine a location of critical bits to attack 
(paragraphs [0011], [0047]), 

iv. wherein the new code acts as a protective wrapping of the first 
code, such that an attack on the new code by the computationally 
bounded adversary would appear as a noise attack on the first code (It 
also helps that the error is random, and so over time, appears as white 
noise, which is relatively unobtrusive) (paragraph [0050]), as the attack 
would be randomly distributed across the first code and not concentrated 
on a particular location within the first code, this allows the first code to act 
as it was designed to and util \ze(paragraphs [0047], [0050]) .; 

v. wherein the first code designed in the noise model utilizes the 
algorithms to correct the noise errors with a high success rate (paragraph 
[1016]); 
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vi. A decoder that determines the first code from the new code, the 
decoder accesses algorithms utilized by the transformation component to 
decode the new code and determine the first cod (paragraphs [0024], 
[0026]); and 

vii. A tracing component that determines whether a user accessing the 
first code is a valid user via a unique watermark associated with a 
particular user and embedded in the first code wherein if the watermark 
does not correlate to an authorized user, access is denied (paragraphs 
[0030], [0031], 0034], [0037]). 

Claim 2. Moskowitz discloses a system that facilitates efficient code construction 
as in claim 1 above, and Moskowitz further discloses that the new code appears 
random to the computationally bounded adversary (It also helps that the error is 
random, and so over time, appears as white noise, which is relatively 
unobtrusive) (paragraph [0080], [0094]). 

Claim 4. Moskowitz discloses a system that facilitates efficient code construction 
as in claim 1 above, and Moskowitz further discloses that the transformation 
component comprises a pseudo-random number generator that facilitates 
transforming the first code into the new code {creation of a pseudorandom key 
)(paragraph [0109]). 

Claim 6. Moskowitz discloses a system that facilitates efficient code construction 
as in claim 1 above, and Moskowitz further discloses that the decoder comprising 
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a checking component that determines whether the first code has been corrupted 
(paragraph [0048]). 

Claim 11 : Moskowitz discloses a system to be that facilitates efficient code 
construction as in claims 1 and 28 above, and Moskowitz further discloses 
wherein the first code is generated based at least in part on a sequence of 
messages (random bit errors are error bits occurring in a random manner, 
whereas burst errors may exist over large sequences of the binary data 
comprising a digitized signal) (paragraph [0085]). 

Claims 12 and 31 Moskowitz discloses a system and method that facilitates 
efficient code construction as in claim 1 1 and 28 above, and Moskowitz further 
discloses that the decoder knowing the sequence of messages {paragraph 
[0024]). 

Claims 15 and 30. Moskowitz discloses a system and method that facilitates 
efficient code construction as in claims 1 1 and 28 above, and Moskowitz further 
discloses that the transformation component embeds information relating to the 
sequence of messages into the new code {paragraphs [0061], [0067]). 
Claim 16. Moskowitz discloses a system that facilitates efficient code 
construction as in claim 15 above, and Moskowitz further discloses the first code 
has a length of nl, and the information relating to the sequence of messages 
embedded in nl locations in the new co6e{paragraphs [0061], [0067]). 
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Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 7-8, 25 and 29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Moskowitz (US 2008/0046742) in view of Cox (US 6,275,965). 

Claim 7. Moskowitz discloses a system as in claim 6 above, but does not 
explicitly disclose that the checking component utilizing a checking function h" Zn 
{0,1}, where E is a finite alphabet that defines a family of codes and n is a length 
parameter for E. However, Cox et a I discloses a system for efficient error 
detection and correction, which further discloses that the checking component 
utilizing a checking function h" Zn {0,1}, where E is a finite alphabet that defines a 
family of codes and n is a length parameter for E (column 11, line 66 to column 
12, line 40). Therefore, it would have been obvious to one having ordinary skill in 
the art at the time the invention was made to modify the teaching of Moskowitz 
such to use checking function. One would have been motivated to do so in 
order to provide for enhancing the error detection and correction capability 
obtained when a plurality of data byte strings or vectors are interleaved and 
encoded in a two-level, block-formatted linear code using codeword (sub block) 
and block-level redundancy (column 2, line 64 to column 3, line 2). 
Claim 8. Moskowitz discloses a system as in claim 6 above, but does not 
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explicitly disclose that the checking component outputting a vector, the first code 
being corrupted when the vector is a non-zero vector . However, Cox et a I 
discloses a system for efficient error detection and correction, which further 
discloses that the checking component outputting a vector, the first code being 
corrupted when the vector is a non-zero vector (column 8, lines 23-38, column 9, 
lines 9-25; Fig. 5). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify the teaching of 
Moskowitz such to compute a nonzero vector output. One would have been 
motivated to do so in order to provide for enhancing the error detection and 
correction capability obtained when a plurality of data byte strings or vectors are 
interleaved and encoded in a two-level, block-formatted linear code using 
codeword (sub block) and block-level redundancy (column 2, line 64 to column 3, 
line 2). 

Claims 25 and 29. Moskowitz discloses a system and a method as in claims 20 
and 28 above, but does not explicitly disclose that comprising decoding the 
message, wherein the message is decoded at least in part by solving a minimum 
vertex cover problem. However, Cox et a I discloses a system for efficient error 
detection and correction, which further discloses that comprising decoding the 
message, wherein the message is decoded at least in part by solving a minimum 
vertex cover problem(column 3, line 50 to column 4, line 15). Therefore, it would 
have been obvious to one having ordinary skill in the art at the time the invention 
was made to modify the teaching of Moskowitz such as to solve a vertex 
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problem. One would have been motivated to do so in order to increase data 
integrity and system security. 

9. Claims 9 and10 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Moskowitz (US 2008/0046742) in view of Guruswami (Foundations of Computer 
Science, 2001, Proceedings, 42 nd IEEE Symposium, Pages: 658- 667, ISBN: 0-7695- 
1116-3). 

Claim 9 Moskowitz discloses a system that facilitates efficient code construction 
as in claim 1 above, but does not explicitly disclose that the decoder utilizes a 
unique decoding function, Guruswami discloses a similar system, which further 
discloses a decoder utilizing a unique decoding function (we further consider the 
list decoding version) (introduction and section 5). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made 
to modify the teaching of Moskowitz discloses a system that facilitates efficient 
code construction as in claim 1 above such as to include a unique decoding 
function. One would have been motivated to do so in order to increase data 
integrity and system security. 

Claim 10. Moskowitz discloses a system that facilitates efficient code 
construction as in claim 1 above , but does not explicitly disclosed that the 
decoder utilizes a list decoding function g, Guruswami discloses a similar system, 
which further discloses a decoder utilizing a list decoding function (we further 
consider the list decoding version) (introduction and section 3). Therefore, it 
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would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify the teaching of Moskowitz such as to include a list 
decoding function. One would have been motivated to do so in order to increase 
data and system security. 

10. Claims 13-14, 17-18 and 32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Moskowitz (US 2008/0046742) in view of Venkatsesan etal (US 
6,829,710). 

Claims 13, 17 and 32. Moskowitz d iscloses a system and method that facilitates 
efficient code construction as in claims 12, 16 and 31 above, and Moskwitz 
further discloses a pseudo random number generator(paragfrap/7 [0109]), but 
does not explicitly discloses that the pseudo random number generator 
generates two pseudo random numbers a and b, each n number of bits, based 
upon a position within the sequence of one of the messages, and further 
generates a random permutation o- that permutes the n bits. However, 
Venkatesan et al discloses a technique for producing, through watermarking, 
which further discloses that the pseudo random number generator generates two 
pseudo random numbers a and b, each n number of bits, based upon a position 
within the sequence of one of the messages, and generating a random 
permutation o that permutes the n bits(F/g. 9A, item 936).Therefore, it would 
have been obvious to one having ordinary skill in the art at the time the invention 
was made to modify the teaching of Moskowitz such to generate two random 
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numbers based on desistance One would have been motivated to do so in 
order to securely watermark any executable (column 4, lines 4-49). 
Claim 14: Moskowitz and Venkatesan disclose a system that facilitates efficient 
code construction as in claim 13 above, and Venkatesan et al further discloses 
the transformation component sends a randomized code word to the decoder, 
the randomized code word having the form a x ~(f(mi ))+ b, where f is an 
encoding function, m is a message, i is the position of the message within the 
sequence, and x is a bitwise multiplication operator( column 8, lines 34-43). 
Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to modify teaching of Moskowitz such to 
generate two random numbers. One would have been motivated to do so in 
order to securely watermark any executable (column 4, lines 4-49). 
Claim 18: Moskowitz and Venkatesan et al disclose a system as in claim 17 
above, and Venkatesan et al further discloses that an encoder sending the new 
code to the decoder, the new code having embedded therein the seed (column 8, 
lines 10-35). Therefore, it would have been obvious to one having ordinary skill in 
the art at the time the invention was made to modify the teaching of Moskowitz 
such to generate two random numbers. One would have been motivated to do 
so in order to securely watermark any executable (column 4, lines 4-49). 



1 1 . Claims 21 -23 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Moskowitz (US 2008/0046742) in view of Bohnke (US 6,557,139). 
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Claim 2"/: Moskowitz discloses a system as in claim 20 above, while neither of 
them explicitly discloses that the message is encoded with a minimum relative 
distance. However, Bohnke discloses a similar system, which further discloses 
an encoding component that encodes a message and creates a code word, the 
encoding component encodes the message with a code that has a minimum 
relative distance. Epsilon. And rate 1-. kappa. .epsilon. for some constant 
. kappa. >1 . (In FIG. 3, a block diagram of an encoding structure according to the 
present invention is shown, which comprises a data input means, a checksum 
generator, a frame formatter and a turbo encoder. The data input means receives 
serially arranged data bits, e. g. in data frames consisting of N data bits, d.sub.O, 
d.sub.1 , . . . d.sub.N-1 . (Column 5, lines 50-55). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made 
to modify the teaching of Moskowitz such as to include such an encoder. One 
would have been motivated to do so in order to increase data and system 
security. 

Claim 22. Moskowitz and Bohnke disclose a system as in claim 21 above, and 
Bohnke further discloses a component that utilizes the encoded message and 
divides the encoded message into a number of blocks B, the B blocks being of 
substantially similar size (Fig.1 ). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to modify the 
teaching of Moskowitz such as to use block encryption. One would have been 
motivated to do so in order to increase data and system security. 
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Claim 23. Moskowitz and Bohnke disclose a system as in claim 22 above, and 
Bohnke further discloses the plurality of blocks encoded using (n, k, n - k + 1 ) 
Reed-Solomon code, where n is a resulting size of the encoded blocks and k is a 
size of the blocks prior to encoding (column 7, lines 25-35). Therefore, it would 
have been obvious to one having ordinary skill in the art at the time the invention 
was made to modify the teaching of Moskowitz such as to use the Reed- 
Solomon code. One would have been motivated to do so in order to increase 
data and system security. 

12. Claims 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Moskowitz (US 2008/0046742) in view of Bohnke (US 6,557,139) in further view of 
Guruswami (Foundations of Computer Science, 2001 , Proceedings, 42 nd IEEE 
Symposium, Pages: 658- 667, ISBN: 0-7695-1116-3). 

Claim 24: Moskowitz and Bohnke disclose a system as in claim 23 above. While 
neither reference explicitly discloses that the code hiding module comprising a 
bipartite expander graph with a number of edges being substantially similar to 
Bn, and symbols within the B blocks are randomly assigned an edge within the 
bipartite expander graph, Guruswami discloses a similar system, which further 
discloses an expander graph with a number of edges being substantially similar 
to Bn, and symbols within the B blocks are randomly assigned an edge within the 
bipartite expander graph(the construction employ expander graphs, which 
facilitate efficient decoding algorithms through various forms of voting 
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procedures) (introduction and section 4). Therefore, it would have been obvious 
to one having ordinary skill in the art at the time the invention was made to 
modify the combined teaching of Moskowitz and Bohnke such as to include an 
expander graph. One would have been motivated to do so in order to increase 
data and system security. 



13. Claims 26 and 27 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Moskowitz (US 2008/0046742) in view of Tian et al (US 6,71 4,683). 

Claim 26. Moskowitz discloses a system as in claim 20 above, but does not 
explicitly disclose that the system comprises a synchronization component that 
synchronizes the code generator with the decoder. Tian et al discloses wavelet 
based feature modulation watermarks, which further discloses, which further 
discloses a synchronization component that synchronizes the code generator 
with the decoder(Column 1 , line 65 o column 2, line 5). Therefore, it would have 
been obvious to one having ordinary skill in the art at the time the invention was 
made to modify the teaching of Moskowitz such as to include such to 
synchronize the decoder. One would have been motivated to do so in order to 
increase data and system security. 

Claim 27: Moskowitz discloses a system as in claim 20 above, but does not 
explicitly disclose the code hiding module embeds synchronization information 
into the second code. Tian et al discloses wavelet based feature modulation 
watermarks, which further discloses, which further discloses that the code hiding 
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module embeds synchronization information into the second code (column 4, 
lines 38-60). Therefore, it would have been obvious to one having ordinary skill 
in the art at the time the invention was made to modify the teaching of Moskowitz 
such as to include such to synchronize the decoder. One would have been 
motivated to do so in order to increase data and system security.. 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Fatoumata Traore whose telephone number is (571) 
270-1685. The examiner can normally be reached Monday through Thursday from 7:00 
a.m. to 4:00 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone 
number for Formal or Official faxes to Technology Center 2100 is (571 ) 273-8300. Draft 
or Informal faxes, which will not be entered in the application, may be submitted directly 
to the examiner at (571) 270-2685. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the Group Receptionist whose telephone number is 
(571)272-2100. 



FT 

Wednesday, July 23, 2008 
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Supervisory Patent Examiner, Art Unit 2136 



